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ECS Manager 
Software User Guide 

 
System Requirements 

ECS Manager software is designed to provide a comprehensive, flexible and user-friendly program 
for the management of ECS access control system database information. 

 
Installation and operation of the software requires the following: 

 
•  PC with Pentium® or equivalent processor 
•  Windows95®, Windows98®, Windows2000® or Windows NT® operating system 
•  10 MB hard drive disk space to load and operate the software 
•  Sufficient additional hard drive disk space to accommodate the desired storage of 

database and event related data 
•  16MB of RAM (32MB recommended) 
•  2 free functioning Com (serial) ports* 
 
* 1 Com port is required for the required credentials programmer. The second Com 

port is needed for a direct wire interface from the controller(s) to the PC or for 
connection of an external modem†.  If data is to be transferred using Delta Keys, 
only 1 functioning Com Port is needed.  

 
† Please Note: It has been our experience that manufacturer installed internal modems 

may cause problems in data communication. Therefore we strongly recommend the 
use of an ECS external modem at both ends. 

Reader Types 
A wide variety of reader types are supported by the ECS systems. These types include Proximity 
devices, Radio Controlled devices, Biometric devices, any Wiegand technology including keypads, 
and the ComKey technology provided by Access Controls International. 

Controller Types 
There are two main types of controllers provided by ACI:  Stand-alone units that use a keypad at 
the controller to enter data, and units that communicate with a PC. Only the units that communicate 
with a PC are covered by this manual. These units execute all decisions at the local level, but 
require connection to the PC to load the Credential information that is used for these decisions. An 
event log is kept in the controller until requested by the PC user. The event log capacity varies 
based on the type of controller. 

 
Controller Name # of Doors #of Users #of Events 
ECS-Turbo 4 2500 3000 
ECS-200 1 500 500 
ECS-200+ 1 2500 2500 

Table 1 -  Controllers used with ECS Manager Software 
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QUICK REFERENCE 
 
♦  Install the ECS Manager software using the enclosed diskettes 

 
♦  Select the appropriate communication port settings for the credential 

programmer [ECS-300 series] and processor interfaces  
    (see Properties, page  9) 

  
♦  Connect any required adapters as necessary       

        (see relevant installation manual) 
 

♦  Create and name a new database or modify or view an existing database 
(see New Database/Open Database, page 6) 

 
♦  Add a new building or modify an existing building within the database  

(see Add/Update Buildings, page 24) 
 

♦  Add a new controller or modify an existing controller 
(see Add/Update Controllers, page 27) 

 
♦  Designate Door Names.  Modify door parameters (relay times, anti-

passback) if desired  
(see Systems Tree View, page 31) 

 
♦  Set/Modify lock/unlock times, holiday schedules and time zone 

parameters, if  desired   
         (see System Tree View, page 31) 

 
♦  Set up or modify levels of entry groups, if  desired 

(see Add/Update User Classes, page 18) 
 

♦  Set up or modify time zone groups, if desired 
(see Add/Update Shift Classes, page 17) 

 
♦  Enter new users or modify existing user information 

(see Add/Update Users, page 20) 
 

♦  Download the database information to the controller(s) 
(see Download Database, page 6 or Page 14) 

 
 

Your ECS system is now ready to provide access control in accordance with your 
database definitions. 

 
To retrieve (extract) stored events of access from the controller(s) - refer to the Event 
Log section of the manual on page 13. 

 
To store the extracted events in a permanent file - see Archive All Events in the Utilities 
section, page 10. 

 
To establish an automatic schedule for extraction and archiving of events (available with 
Direct and Modem connections only) refer to the Event Log section of the manual (page 
15) to enable automatic extraction; Add/Update Building (page 25) to define the intervals; 
and the Properties section (page 10) for auto archiving. 
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FILE MENU 

New Database 
 

To create a new database, select the New Database option from the File menu. This option will 
ask the user to type-in a database name. The name will appear in the Title Bar with the file 
extension .mdb. (Note: When the ECS Manager is initiated, the title bar will display the name of 
the most recent database. This will not have any effect on the creation of a new database. Also, the 
database file will automatically be located in the drive where the software is installed.)  

Open Database 
 

To open an existing database, select the Open Database option from the File menu. Select the 
specific database name and click on Open (or double click on the database name).  

Download Database 
 

The initial Database and any subsequent changes to the Database must be downloaded to the 
controller(s) to take effect.  

 
To download: 

1.  Select “Download Database” from the File menu 

2.  Select the desired controller from the “Controller(s) to Load” list  

3.  Select the Download method to be used (“Complete” or “Incremental” - see below) 

4.  Click anywhere inside the “Administrator Credential Entry” field 

5.  Present an Administrator Credential (The Credential PIN will display) 

6.  Click on the “Load” button 

 
Figure 1 - Open Database Screen 
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If downloading via direct or modem connection, the download process will initiate. 
 

If using a DeltaKey to download, additional steps are required.  (See DeltaKey Section) 
 
 
 

 
 

Figure 2 - Downloading the database 
 
 
 
Download Methods 
 

Two download methods are available, Complete and Incremental.  The Complete method will 
remove the existing information in the controller(s) and replace it with the entire database being 
downloaded.  The Incremental method will only update the specific information that reflects a 
change (modification, addition or deletion).  
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Utilities 
 

The Utilities option on the File Menu is used to perform certain operations over the database, or 
to test various portions of the hardware.  

Backup Database 
This option is used to make a backup of the current database. The user will be prompted for the 
filename storage of the current database. 

Compact Database 
This option is used to compact the database to make it smaller and more manageable. Over time, a 
database may become increasingly full of deleted records,  that occupy disk space unnecessarily.  

 
Caution:  A back-up should be made of the database prior to executing this procedure. 

Repair Database 
This option is used to attempt to make the corrective action on a database that has been corrupted 
due to a power outage or other event.  

Set Controller Time 
This option is used to re-send the time and date of the host PC into a controller within the 
database.  PC to controller communication must be either Direct or Modem.  Since time and date 
are updated with every download, this utility should not be required. 

Read a Credential 
This option is used to read a credential. This is used primarily as a test to ensure that the port 
connecting the reader to the computer is functioning properly or to identify an unknown credential. 

Archive All Events 
This option is used to clear the event log in the current database and store all of the current events 
to a text file in the format E<mmddyy>01.txt.   

 
The following should be considered when archiving: 

 
•  To aid in convenience of file retrieval, you may want to rename the archived file using your 

computer’s Explorer  (or equivalent) feature. 
 
•  If you archive the event log more than once a day (not recommended) you MUST first 

rename the existing file or it will be replaced and the event data overwritten. 
 
•  Working with archived data (sorting, filtering, etc.) requires that the file first be exported to 

Excel, Lotus or other capable spreadsheet or application. 
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Properties 
 

This File Menu option is used to configure the communications ports and set the scheduling for 
Event Archiving. 

Communications Ports 
There are three port settings in the Communications section. 

 
The ECS System port is used when Direct “Network Dialup” communication is used  

(hard wire between the controller and PC). 
 

The Multi Technology Programmer port is used to communicate (enroll) credential PIN’s into 
the database, to read Administrator Credentials authorizing downloads and for reading DeltaKeys 
and Extraction Keys used in transporting data.  This port connection is required for all types of 
Controller to PC communications (Delta, Direct or Modem). 

 
The Modem Port is used when Modem  “Network Dialup” communications is used.   

 
The software provides the flexibility to choose among four separate Com Ports, depending upon 
the capacity and availability of the individual PC being used. 

 
Note: The software requires that all three port settings be populated, however, only the 

MultiTechnologyProgrammer port and the applicable interface port (if any) will be 
active.  The same Com Port cannot be used, even if the interface is not active. 

 
 

 
Figure 3 - Communications Ports 
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Event Logging  
This option is used to set up a scheduled archiving of the event log which has been uploaded from 
the controller (see Figure 4). The Event Archive Interval will instruct the PC how often to log the 
events stored in the PC’s database to a disk file. At the beginning of each interval this field is 
checked and the appropriate log file is generated. Archived events are stored in files with the 
format:  e<month><day><year> .txt.  

 
Important- The Enable Event Logging option from the Event Log menu must be toggled on for 
the Event Archive Interval to activate, and the host PC must be running. 

 
The Enable No Poll Data Message checkbox determines whether or not a message is added to the 
event log when the controller has no data to report. 

 

 
 

Figure 4 - Event Logging 

 



ECS Manager Software User Guide 

 

 
11

Reports 
 
This menu option is used to generate reports of information (user data, events, etc,).  These reports 
can be printed, saved, e-mailed or exported to various formats.  

 
 

The following reports are available: 

Classes 
Displays the door(s) and controller(s) associated with each User Class. 

Controllers 
Displays the building names, controller names, shift checking status, and status relay times 
contained in the database. 

Doors 
Displays door specific information about each controller contained in the database. 

Holidays 
Displays a list of the holidays for each controller contained in the database. 

Events 
The Events Report displays detailed information for any defined event(s) [see Figure 5]. The 
requester enters the User, Event Type(s) and Time Frame and clicks on Event Report. This 
information is used to generate a specific query of the event log which is then displayed in a format 
that can be exported.  Multiple events can be selected by depressing the “control” key and clicking 
on the desired events.  To select all events click on the first event, depress the shift key, and click 
on the last event. 

 
 

 
Figure 5 - Event Report Selection 



ECS Manager Software User Guide 

 

 
12

Administrators 
Displays all the Administrator Credentials in the database. 

Shifts 
Displays all of the details for each shift in the database. 

Unlock Times 
Displays a list of the unlock times for each controller. 

Users 
Displays the users currently available in the system as well as the credentials assigned to each. 

Mailing Labels 
Displays the name and address of all users in the database in ready-to-print label format. 
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Event Log 
 
This menu option is used to extract and view the most recent events in the controller’s buffer.  

Poll Now 
This option extracts all event data presently stored in the controller’s buffer. This feature may only 
be used when utilizing a direct or modem connection to the controller.  If DeltaKeys are being 
utilized for data transport (ECS-200 only) stored events are manually extracted from the controller 
using a pre-assigned Extraction Key.  Please refer to the DeltaKey section. 

 
Polling clears the event memory in the controller and transfers the data to the PC.  Polling can be 
performed as frequently as desired.  Each poll will add the new event data to that already 
transferred to the PC.   

 

Enable Event Log 
This option allows the system operator to activate a pre-determined timetable for automatic event 
data extraction (direct or modem connections only). All controllers in the database will be polled 
(event data extraction) at either the poll time set for the building, or the regular intervals set for the 
building. 

 

View Event Log 
This option displays the extracted events.  
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DeltaKeys 
 

DeltaKeys are used to provide an alternative method of downloading and uploading(extracting) 
information from/to the model ECS-200 controllers.  A TimeKey, is a specialized DeltaKey that 
contains a real-time clock used to set the controller time. When downloading data or time, the 
download is complete when the reader LED is green. 

Downloading with DeltaKeys 
Downloading the database using DeltaKeys is available only with ECS Model #200 or #200+ 
controllers and requires the following steps: 

 
1.  Confirm that the “Delta Download” field on the Controller screen is checked  

(this is done when Adding/Updating the controller) 
 
2.  Add the required DeltaKeys to the Controller* 

3.  Follow the “Download Database” steps listed on Page 6 
 

4.  After clicking on the LOAD Button, the program will determine how many DeltaKeys 
are required to transport the database (1 or 2*) [see figure 6] 

 
5.  As prompted, touch and hold the appropriate DeltaKey to the reader** 

 
6.  Take the DeltaKey(s) to the physical location of the site controller to be loaded 

 
7.  Touch and hold the DeltaKey(s) to the reader*** at the Controller.  Successful download 

will be indicated by a solid green LED on the input reader. 
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IMPORTANT: If two DeltaKeys are required, the DeltaKeys MUST be 
downloaded to the controller in the same order that they were 
uploaded from the computer 

 
* Each DeltaKey can store up to 490 records (user profiles or events).   

If using the Model #200, only one DeltaKey will be required.  If using the Model #200+,  
two DeltaKeys would be needed to a maximum of 980 users. (While the ECS 200+ can  
handle 2,500 users/events, use of more than two DeltaKeys is not recommended and not  
presently accommodated by the software) 
 
DeltaKeys are designed to be unique for each controller database to prevent an 
accidental transfer of a database into the wrong controller. DeltaKeys are associated with 
a specific controller as part of the Add/Update Controller functions 
 
DeltaKeys (Download, Extraction and Time) must be recognized by the controller 
to perform their function.  Therefore, the primary and any back-up keys must be 
added to the database and downloaded to the controller to be registered. 

 
** Where two DeltaKeys are required for downloading, it is recommended that they are 

clearly labeled or assigned unique colors (or both) to ensure proper identification.  To 
aid in this identification the program assumes a Red DeltaKey will be the first used and a 
Yellow DeltaKey will be the second. 

 
*** In order to use the DeltaKey download feature either a ComKey reader or ComKey 

reader attachment is required to connect to the site controller, whether or not ComKeys 
are being used for credential access. 

 
 

               
 
 
 

Setup a TimeKey 
This option reads the PC clock and sets the time on the TimeKey data chip. The key is then 
touched to a controller and the controller reads the time from the chip setting its internal clock.  
When the reader LED turns green, the time transfer is complete. (Note: this process will usually be 
instantaneous).  Remember to enroll the Time Key as a Delta Key in the database. 

Setup an Extraction Key 
This option programs a DeltaKey to extract events from the controller. The administrator will 
touch a DeltaKey to the reader and click on the “Setup an Extraction Key” option from the Delta 
Key menu.  After setting up the key, complete the extraction by touching and holding the key to 
the reader of the controller until the reader light turns green. Bring the key back to the PC and 
upload the information from it into the PC Database. 

       Figure 8  -  ComKey Reader attachment (‘Blue Dot’) connects to the 
ECS200 controller via an RJ12 Plug. 
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Extract Events 
This option is used to upload the extracted events from the DeltaKey. This is accomplished as 
follows (see Figure 9): 

 
1.  Click on the Delta Key menu option 

2.  Click on “Extract Events” 

3.  Select the building where the extraction took place 

4.  Select the specific controller where the extraction took place 

5.  Touch the loaded Extraction Key to the reader on the ECS-300 Series Programmer 

attached to the PC 

6.  Click on the Extract Events button  

 
The event log will be uploaded to the PC. 

 

 
Figure 9 - Extracting events from a DeltaKey 
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Users 
 

This option is used to create and manage the database of users who have authorized access to the 
building(s), or specified area(s) within a building. 

Add/Update Shift Classes 
Also referred to as Time Zone Classes, this option is used to establish time of day parameters for 
granting access to any particular group or Class of individuals. For example, the time period from 
6:00 p.m. to 2:00 a.m. may be established as the shift class for all users included in the category of 
janitorial service; Whereas the entire 24 hour day can be open for access by all residents or 
employees. 

 
The Shift Classes are assigned as displayed in Figure 10.  To define the specific days and times for 
each shift class and to give the Shift a name, refer to the Systems Tree View section of the manual 
in the Building menu option. 

 
The procedure for establishing Shift Classes is as follows: 

 
1.  Type a name (i.e. All, Shift 1, 8 AM - 3 PM, etc.) in the box under Shift Class Name. 

 
2.  Highlight the shift(s) that are to be part of that Shift Class from the list under Available 

Shifts.  To highlight move the mouse over the desired shift and click the left button once. 
To highlight additional shifts at the same time press the Ctrl key on the keyboard, move 
the mouse over the desired additional shift, and click the left button once.  Repeat until 
all of the desired shifts have been highlighted. 

 
3.  Click the Add button.  The shift(s) that have been highlighted will now be displayed in 

the Selected shifts box.  NOTE: To select all of the shifts click the Add All button 
without highlighting any. 

 
4.  Once the desired shift(s) have been displayed in the Selected Shifts box click the Update 

Class button. The Shift class has now been established. 
 

To remove a particular shift from a class the procedure is: 
 

1.  Select the Shift Class from the pull-down menu in the box under Shift Class Name. 
 
2.  The shifts that are part of that Shift Class will now be displayed in the Selected Shifts 

box. Highlight the Shift(s) in the Selected Shifts box that are to be removed and click the 
Remove button. 

 
3.  Once the desired Shifts(s) have been removed from the Selected Shifts box click the 

Update Class button.  The Shift Class has now been modified. 
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Figure 10 - Adding Shift Classes 

 

 

Add/Update User Classes 
 
Also referred to as Levels of Entry, this option is used when the database covers more than one 
door and to establish the specific authorized access areas (doors) for any defined group of 
individuals.  Using the same example as Shift Classes, the janitorial service may only have access 
to the common areas of a building while the residents or employees may have access to common 
and secured areas of the building.  The User Classes are defined as displayed in Figure 11.   

 
Prior to naming and establishing the User Classes all doors to be included must be assigned 
names.  This is done using the Systems Tree View option and clicking on “Doors” for each active 
controller. 

 
The procedure for establishing User Classes is as follows: 

 
1.  Type a name (i.e. All, Section 1, Main Entrance, etc.) in the box under Class Name. 
 
2.  Highlight the door(s) that are to be accessed by that User Class from the list under 

Available Doors.  To highlight move the mouse over the desired door and click the left 
button once. To highlight additional doors at the same time press the Ctrl key on the 
keyboard, move the mouse over the desired additional door, and click the left button 
once.  Repeat until all of the desired doors have been highlighted. 
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3.  Click the Add button.  The door(s) that have been highlighted will now be displayed in 

the Selected Doors box.  NOTE: To select all of the doors click the Add All button 
without highlighting any. 

 
4.  Once the desired door(s) have been displayed in the Selected Doors box click the Update 

Class button. The User class has now been established. 
 
To remove a particular door from a class the procedure is: 
 

1.  Select the User Class from the pull-down menu in the box under Class Name. 
 
2.  The doors assessable for that User Class will now be displayed in the Selected Doors 

box. Highlight the door(s) in the Selected Doors box that are to be removed and click the 
Remove button 

 
3.  Once the desired door(s) have been removed from the Selected Doors box click the 

Update Class button.  The User Class has now been modified. 
 

 
        Figure 11 - Adding User Classes Screen 
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Add/Update Users 
 
This option is used to enter the names and other relevant information regarding the individuals 
contained in the access database. Figure 12 displays the User set-up screen.  To set-up a new user 
in the database the following steps are needed: 

 
 

1.  Select the building (a drop down menu is available if there are multiple building 
choices)* 

 
2.  Enter the User’s Last Name*  
 
3.  Enter the User’s First Name (or Initial) * 
 
4.  Enter up to 5 additional fields of user identifying information  - see (a) below 
 
5.  Select the User Class from the drop down menu * 
 
6.  Select the Shift Class from the drop down menu * 
 
7.  Click on “Add New User” 

 
Note: All items denoted by an * are required fields 

 
(a)  There are 5 fields labeled “General”.  These fields are available to be defined by the 

database administrator by clicking on “Set Up User Fields” and assigning the desired 
labels. 

 
 

At this point you can either assign a credential to the user just added, or continue to add users until 
the database is complete, at which time credentials can be assigned to each user. 

 
 
 

To assign a user’s credential: 
 

1.  Click in the “Select a Credential” field box 
 
2.  The text will change to “Present a Credential” 
 
3.  Introduce the credential to the Programmer as appropriate (i.e.-touch a ComKey, Pass a 

Prox Card or Tag, etc.).  For further help, please refer to Appendix A - Credentials/Multi 
Technology Programmer. 
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Figure 12 - Add Users 

 
Fields on the Form 
 

� Building Name - Used to select the primary building network for this user. This is used 
solely to gather further address information. 

 
� Last Name, First Name - These self-explanatory fields are required and may contain up to 

30 characters each. 
 
� General - The five (5) general fields are optional and provide the administrator with the 

flexibility to define and enter additional user information.  Each field may contain up to 50 
characters. 

 
� Class - Used to select the door group for  the user.   
 
� Shift Class - Used to select the time zone group for the user. 
 
� Current Credentials - A list of Credential IDs currently assigned to the user.                     

A “V” (Valid) at the beginning of the credential ID indicates that the credential has access.       
An “I” (Invalid) at the beginning of the credential ID indicates that the credential does not 
have access. 
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� Deny Access - Used to deny a credential holder access while not deleting their information 
from the database. 

 
� Manual Credential Entry - Allows the administrator to enter a ComKey credential PIN (if 

known) without the ComKey being physically present. 
 
 

Buttons on the form 
 

� Set-Up User Fields - Used to create titles for the user defined “general” fields on the form and 
to select which are to be included in printed reports. 

 
� Clear Fields - Used to clear the data entry fields in preparation for adding the next user. 
 
� Delete User - Deletes the currently displayed user from the database 
 
� Add New User - Adds the currently displayed information to the database as a new user. 
 
� Update User - Updates any changes made to the currently displayed user’s information. 
 
� Done - Pressed when database entry/modification is complete. 
 
� Find First Record - Displays the first record for a given search parameter  
 
� Next Record - Moves to the next record in the table.  
 
� Previous Record  - Moves to the previous record in the table. 
 
� Add a Credential - Used to add a credential ID to the currently displayed  user. 
 
� Delete a Credential - Used to delete a credential ID from the currently displayed user. 
 
� Toggle Access - Used to toggle access for users with multiple credential ID’s. 

 

User Keys Table View 
Displays a list of users in a tabular format. 
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Add/Update Administrator Credentials 
Administrator Credentials are required to authorize an individual to make additions, deletions and 
changes to a credentials database (download). Only 10 Administrator Credentials are allowed 
per database and are downloaded to every controller in the database. To add an Administrator 
credential: 

  
1.  Enter the name of the Administrator Credential 
 
2.  Click in the Credential ID field. 
 
3.  Present the access credential of choice to the Programmer reader attached to the PC    

(the credential ID will appear) 
 
4.  Click on “Add  New Credential” button 
 
5.  Click on Done. 

 
 

 

Administrator Credentials Table View 
Displays a list of users in a tabular format. 

 
 

 
      Figure 13 - Adding Administrator Credentials 
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Buildings 
 

This menu option is used to set-up and maintain relevant data for the buildings and controllers 
associated with the database. 

 
Buildings are the basic structure around which the software is designed. A building is the starting 
point for adding controllers to the system. If the database is to be managed from a remote location, 
each building must have a telephone number associated with it, which will be connected to the 
modem used by the controller network for that building. If the number of controllers in a building 
exceed 32, than a second building must be added with the same physical address, but with a 
different telephone number.  [NOTE: A “Building” can be any defined access control location and 
does not necessarily have to be a complete structure] 

 
There is no physical limit to the number of controllers that can be controlled by the ECS 
software.  A virtually unlimited number of controllers can be added to a single database. There are, 
of course, some logical limits to the number of controllers that can be controlled by a single PC. If 
event logging is to be recorded on a daily basis, then the PC must be capable of dialing the 
controllers in its database and downloading the events stored by the controller. This download can 
take anywhere from 30 seconds to a couple of minutes, depending upon the use of the controller. 
This limits the number of controllers per PC to the number with which it can communicate in 24 
hours. 

 
 

 
 

Modem
PC with
ECS
software

Modem

Modem

Modem

Modem

A single ECS 200 or up to 32 ECS-Turbo’s

A single ECS 200 or up to 32 ECS-Turbo’s

A single ECS 200 or up to 32 ECS-Turbo’s

Telephone
Network

The number of networks is limited
by the PC’s ability
A single ECS 200 or up to 32 ECS-Turbo’s

A single ECS 200 or up to 32 ECS-Turbo’s

A single network may be attached directly to a PC.
 

Figure 14 - Sample Network Diagram 
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Add/Update Buildings  
 
This Buildings menu sub-option is used to enter or modify the names and relevant information 
associated with each building in which access is to be controlled.  

 

 
Fields on the Form 

 
� Name - Used to name the building  or building network. 
 
� Address, City, State, ZIP  - Used to input the address of the building. 
 
� Network Dialup - THIS FIELD IS VERY IMPORTANT: 

� If the building’s database is being managed remotely by modem the complete 
telephone number for the modem; 

� If the database is being managed with DeltaKeys or via direct PC connection, the 
words Delta or Direct, as appropriate, must be entered in the field. 

 
� Interval Polling - Used to set up an automatic extraction of the Events stored in the controller 

more frequently than once per day.  To activate this feature, the Interval Polling field must be 
clicked “on”, the Enable Event Log menu item must be turned on and the Interval (Hours) 
frequency must be entered. This building will be polled at the interval specified in the Interval 
field 

 
� Poll Time - If Interval Polling is not selected, then this time (entered in 24 hour military 

format) will be used as the event polling time.  
  

 
Figure 15 - Add/Update Building 

Telephone number for 
the network modem (if 
used) is stored in this 
field. Otherwise the 
words ‘DELTA’ or 
‘DIRECT’, (as 
appropriate) must be 
entered
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� Building Manager Information, Phone - These fields are used to enter contact information 
for the person in charge of the building.  

 
 

Buttons on the form 
 

� Clear Fields - Used to clear the data fields prior to entering new data for a building being 
added to the database. 

 
� Delete Building - Deletes the current building from the database. 
 
� Add New Building - Adds the currently displayed building to the database.  Building names 

can not be duplicated. 
 
� Update Building - Updates changes to the current building’s information. 
 
� Done - Pressed when building additions or modifications have been completed. 

 
� Find First Record - Displays the first record for a given search string.  
 
� GoTo First Record - Moves to the first record in the table. 
 
� Next Record - Moves to the next record in the table.  
 
� Previous Record  - Moves to the previous record in the table. 

 
 

Buildings Table View 
Displays the buildings database in a tabular format. 
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Add/Update Controllers 
 

This Buildings menu sub-option is used to enter or modify the names and relevant information 
associated with the Controllers within a database.  Controllers are the actual circuit board 
assemblies which are used to store the user database and events, and execute the individual access 
decisions for doors in the database buildings.  To add a controller: 

 
1. Select the building in which the controller is located 
 
2. Enter a descriptive name for the controller 

(this name has no direct functional purpose but will provide easier identification for the administrator, 
especially as the number of controllers increases) 

 
3. Select the appropriate Controller Type 

 
4. Enter the Network Address 
 

•  For a single ECS 200 the Network Address is only needed to fill a required data field 
and any number between 1 and 32 may be entered 

 
•  For an ECS Turbo unit, the Network Address must be the same as the network 

address associated with the dip switches on the network board attached to the ECS 
Turbo unit (refer to the ECS Turbo Installation Manual for Dip Switch-Network 
Address conversion) 

 
Note: Network addresses (between 1 and 32) may be assigned in any order. 

However, to prevent potential confusion it is strongly recommended that you 
begin with Network Address #1 (and the related dip switch positions). 

 
IMPORTANT:  The network address selected in the software must match the network 
address selected by the hardware. If this does not match, no communication will take 
place between the controller and the PC. 

  
5. If separate shift classes are to be used, check off the “Shift Checking Enabled”  

box (default is blank or “no”) 
 

6. If DeltaKeys are to be used, click on the Delta Download box and add the desired number of 
DeltaKeys**. 

 
7. Click on the “Update Controller” button to lock in input data or changes 

 
8. Click on “Done" 

 
** If DeltaKeys are being used (ECS 200 and 200+ only), the appropriate number 

of DeltaKeys must be added to the controller’s database and downloaded to be 
functional. 

 
Note: While the same DeltaKey(s) can be used for both downloading  

data and extracting events, it is recommended that you set up and clearly label 
separate DeltaKeys for each purpose 
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  To add a DeltaKey: 
 

a.  Click on the ‘Add DeltaKeys’ button 
(an Add DeltaKeys window will display all existing DeltaKeys  for that 
controller) 

 
b.  Click on ‘Add DeltaKey’ 
 
c.  Touch a DeltaKey to the reader, as prompted 

(The DeltaKey PIN will be displayed) 
 

d.  Repeat steps b and c for additional DeltaKeys (including Time Keys) 
 
e.  Click on ‘Done’ 

 
 
 
 

 
     

 

 
 Figures 16a and 16b  -  “Adding DeltaKeys” 
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    Figure 17b - Add/Update and ECS-200 Controller 

 
 

Figure 17a - Add/Update an ECS-Turbo Controller 
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Fields on the Forms 
 

� Building - The physical location of the controller. 
 

� Controller- The descriptive name for the controller.   
Note: Each name must be unique. 

 

� Controller Type - The specific ECS unit serving as the controller 
 

� Network Address - The identifying number (code) between 1 and 32 which associates the 
database management software with the particular controller. It must be a unique address 
for the Building 

 

� Status Relay Time - (ECS Turbo only) The number of seconds (1 to 250) that a connected 
door ajar alarm will be engaged (system default = 1). 

 

� Shift Checking Enabled - Instructs the controller to either check the shift times and validate 
user entry or to ignore them altogether. 

 

� Delta Download - (ECS 200 only) Must be checked if DeltaKeys are being employed for 
data transport 

 

� Latch Mode - (ECS 200 only) If checked, door under control requires use of credential to be 
both opened and closed. 

 
Buttons on the form 
 

� Clear Fields - Used to clear the data fields prior to adding a new controller to the database. 
 

� Add New Controller - Adds the current parameters to the database if there is no current 
controller with the given name 

 

� Update Controller - Updates changes to the parameters of the controller being displayed. 
 

� Done - Pressed when the user is done modifying the database. 
 

� Find First Record - Displays the first record for a given search string   
 

� Go To First Record - Moves to the first record in the table. 
 

� Next Record - Moves to the next record in the table.  
 

� Previous Record  - Moves to the previous record in the table. 
 

� Add DeltaKeys - (ECS 200 only) Creates DeltaKeys which are uniquely associated with the 
displayed controller 

 

Controllers Table View 
Displays the controller list in tabular format. 
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Systems Tree View 
 

This sub-option of the Buildings menu uses a graphic interface to view how the database systems 
are connected and to modify certain sections of the database. 

 
The main heading, “Systems” represents the entire database. The group and credential sub-
headings display the related database information in tabular form.  The tree can be expanded by 
clicking on the plus sign. 

 
The expandable sub-headings contain the buildings which in turn contain the controllers in the 
database.  Data can be uploaded and events can be extracted at both the global building or 
individual controller level.  Additionally this option provides the administrator with the ability to 
further define the doors, unlock times, holiday schedules and shifts for each controller. 

 
All system tree headings can be re-named, if desired, by highlighting the heading and clicking on it 
a second time. 
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Modifying Door Parameters  (see figure 18a) 
 

� Door Name - The discretionary name associated with the door. 
 
� Status Energize State - The state of the status relay when it is activated 
 
� Door Energize State -  The state of the door relay when it is activated. 
 
� Relay Time - The amount of time in seconds that the door relay is energized. 
 
� Anti-Passback - Determines whether anti-passback checking is done for this door. 

(ECS Turbo Only) 

 
 

 
 
 
 
 
 

 
Figure 18a - Sample System View (Doors) 
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Modifying Unlock Times (see figure 18b) 
 

� Monday-Sunday - Days to apply the unlock time. 
 

� Start and End - Times to unlock/lock the door (24 hour format). 
 

� Door 1 thru Door 4  - The doors to apply the unlock/lock time. 
 
 
 

 

Figure 18b - Sample System View (Unlock Times) 

 

Holidays 

Up to 20 individual calendar dates can be entered.  Unlock settings will be ignored on these dates. 
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Modifying Shift Times 
 

� Shift Name - The name of the shift time zone. 
 

� Monday through Sunday - The days to which the time zone applies. 
 

� Start and End Time -  The time window to which the time zone applies. 
 
 
 

 
 

Figure 18c - Sample System View (Shifts) 
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GLOSSAGLOSSAGLOSSAGLOSSARY OF TERMSRY OF TERMSRY OF TERMSRY OF TERMS    
 
ADMINISTRATOR 
 

Individual authorized to modify information within the 
data base and to issue access credentials 

ADMINISTRATOR CREDENTIAL Credential which authorizes the holder to modify the 
database in the controller (Also called “Master”) 

ANTI-PASSBACK A feature that requires a credential be used to exit 
before it can be used again to enter 

ARCHIVE Permanent file storage of controller event logs 

BIOMETRIC Identification using a part of an individual’s anatomy 

BUILDING The physical location where access is to be controlled 

BUTTON A functional shortcut to a PC application requiring a 
single mouse click to activate 

CLASS A group of credential holders sharing common 
attributes 

COMKEY An access credential which utilizes a computer chip 
containing a unique personal identification number 
inside a stainless steel can, mounted to a key fob 

CONTROLLER Circuit board assemblies used to store the user data 
base information and access events, and execute the 
individual access decisions for doors in the buildings 

CREDENTIAL A device that contains information uniquely identifying 
the holder, which when read by a reader as being 
valid, permits the holder access 

DATABASE The collection of information used in the set-up and 
management of the access control system 

DELTA KEY A specialized read/write data transport device, similar 
in appearance to a ComKey 

DIRECT Relating to a hardware set-up configuration where the 
controller and PC are physically wired to each other 

DOOR ENERGIZE STATE Condition status of whether the door lock is or is not 
receiving power when the processor relay is on or off 

DOWNLOAD The transference of relevant data base information 
from a PC to a controller 

ECS 200 A PC based controller for regulation of access at a 
single door 

ECS TURBO A PC based controller for regulation of access at from 
1 to 128 doors 

EVENT Occurrence of access or attempted access or egress 
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EVENT LOG A tabular listing of events and related user data for a 
specific controller and time frame 

EXTRACTION Transference of events from a controller to a PC 

FIELD Area on the computer screen where data is entered 

INTERVAL POLLING Pre-determined timetable for the automatic extraction 
of events from a controller 

  
KEYPAD A touch sensitive access device displaying alpha 

and/or numeric characters.  An individual seeking 
access is required to input a specific identifying code 
to be granted access 

LEVELS OF ENTRY Also referred to as User Classes.  Pre defined group 
parameters for separate rules of access  

MASTER KEY Credential which authorizes the holder to modify the 
database in the controller.  Also referred to as an 
Administrative Credential. 

NETWORK Relating to the systemic connection of more than one 
ECS Turbo units covering a single data base 

NETWORK DIALUP The telephone number for the modem accessing the 
network 

PIN A unique Personal Identification Number assigned to a 
user credential 

POLL The process of extracting events from a controller 

PROGRAMMER A device used as an interface with the PC to read and 
transfer a credential PIN into the associated user’s 
record in the ECS Manager software. Also used to 
enroll and read Administrator Credentials and as an 
interface to transfer data to a Delta Key and from an 
Extraction Key. 

  
PROXIMITY Access technology that uses a passive short range RF 

signal to communicate with a compatible reader 

READER A device that receives credential identifying data, and 
relays the data to the decision controller 

RECORD A component piece of data base information 

SHIFT Pre-determined time frame for authorized access 

STATUS ENERGIZE STATE Condition status of whether the ECS Turbo controller 
relay is set to on or off 
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STATUS RELAY TIME The number of seconds (1-250) that a communicated 
PIN is held in the controller before a new signal can be 
received 

SYSTEMS TREE A graphically interfaced outline of the database and 
functionality.   

TIME KEY A specialized delta key used specifically to store and 
download date and time into a controller 

UNKNOWN KEY A credential that is recognized by the controller as not 
being authorized for access 

USER An individual credential holder within a data base 
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APPENDIX A 
 
Credentials/ECS-300 Series Programmer 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The ECS-300 Series Programmer is connected to the PC using standard six-conductor flat cable with  RJ-
12 connectors from the programmer, through an RJ-12 to 9-pin (or 25-pin) converter, to a serial (COM) 
port on the PC.   
 
      
     

 
 
 
 
 
 
 
The ECS-300 Series Programmer is used to communicate (enroll) the identification number of an access 
credential into the user database.  The Credential Ids (PIN’s) along with the associated user information 
is subsequently downloaded into the ECS 200 or ECS Turbo controller.  The programmer is also used as 
an interface to communicate the administrator credential PIN to authorize downloads and for data 
transport using DeltaKeys or Extraction Keys. 
 
All ECS-300 programmers are able to read ComKeys.  Proximity and RF interface capability is added to 
certain programmers and all other Wiegand output credentials (Keypads, MagStripe, Swipe, Bar Code, 
RFID and Biometric) can also be used with the appropriate model through an external connection of the 
device to the programmer.  
 
For set-ups using ComKeys only, a ‘Blue Dot’ ComKey Reader with an attached RJ-12 connector may be 
used as an alternative to the programmer device.     

 
   

 
 

 

RJ-12 to 9-Pin Adapter 

RJ-12 
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ECS-300 Programmer (Front) 
 
 
 
 
 
 
 
 
    

 
 
 

 
       
 
 
 
 
 
 

ECS-300 Programmer (Back) 
 
 
 
 
 

 
   

 

 

 

Power ON 
indicator light 

ComKey Reader 
Interface 

Power Switch 

Power Input 

9-Pin Connection Interface or 
Wire Input Terminals 

RJ-12 Jack for 
connection to the PC 
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COMKEY 

PROGRAMMING CREDENTIALS WITH THE ECS-300 SERIES PROGRAMMER 
 

 
 
A ComKey is a data chip containing a pre-encoded PIN housed in a stainless steel 
can and mounted to a key fob.  Communication of the PIN is via direct touch 
contact of the ComKey to a Reader. 

To program (enroll) a ComKey Credential, follow the steps outlined on page 20.  When prompted to 
‘Present a Credential’, touch the ComKey to the Reader on the programmer.  The related Credential ID 
will display on the computer screen (see Figure A-1). 

 

RF REMOTE 
An RF Remote is a data chip containing a pre-encoded PIN, a radio wave generating 
circuit, and a battery in side a small plastic casing.  The unit has an activation button 
(may have more than one) and an action indicator light. 
 
Communication of the PIN is via radio wave carrier to a receiver located near the 
access portal.  The effective range is determined by the capability of the receiving 
antenna, with approximately 150 feet being the normal operating range maximum. 

 

To program an RF Remote credential, follow the steps outlined on page 20.  When prompted to ‘Present 
a Credential’, point the remote towards the programmer and press the activation button on the remote to 
transmit the PIN¹.  The related PIN will display on the computer screen (see figure A-1) 
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PROXIMITY TAG 
A Proximity Tag is a data chip containing a pre-encoded PIN and a passive radio 
wave generating circuit, both inside a small teardrop shaped plastic casing. 
 
Communication of the PIN is via short range radio wave to a reader/receiver. The 
tag is held close to the reader which activates the RF circuit inside the tag and 
transmits the PIN. 

 
 
 
To program a Proximity Tag credential, follow the steps outlined on 
page 20.  When prompted to ‘Present a Credential’, pass the Tag over 
the top of the programmer¹.  The related PIN will display on the 
computer screen (see figure A-1) 
 

 

PROXIMITY CARD 
 

A Proximity Card is a data chip containing a pre-encoded PIN and a passive radio 
wave generating circuit, both inside a rectangular shaped plastic card. 
 
PIN communication and programming of a Proximity Card are identical to a 
Proximity Tag. 
 

 

 

 

KEYPAD 
A Keypad is a common use, stand-alone credential entry device that utilizes assigned numerical sequence 
codes to authorize access.  The keypad device consists of a faceplate with touch depressed numerals, 

which, when pressed, relays the PIN equivalent of the numerical code to the 
controller 
 

Communication of the PIN is via direct connection between the Keypad and the 
controller. 
 

¹Note:  The basic ECS-300 programmer is designed for ComKeys only.  RF and Proximity
 receiver/reader functionality is included in other 300 serie Models. If you have a basic
 programmer, it can be upgraded to accommodate other types of credentials. 
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To program a keypad ID, connect the keypad to a programmer properly configured for Wiegand input 
using the connection interface on the back of the programmer (either straight wire terminals or 9-pin) and 
follow the steps outlined on page 20.  When prompted to Present a Credential, key in the appropriate 
numeric code.  The ECS PIN equivalent of the code will display on the computer screen (see figure A-1). 
 
 

SWIPE CARD/TAG 
A Swipe Card/Tag is a plastic card, either rectangular or 
triangular shaped, that houses an imbedded magnetic strip 
containing a pre-encoded identification number. 
 
Communication of the PIN is via short range radio wave to a 
reader/receiver. The tag is held close to the reader which 
activates the RF circuit inside the tag and transmits the PIN. 
 
To program a Swipe credential, connect a swipe reader to a 
programmer properly configured for Wiegand input using the 
connection interface on the back of the programmer (either 
straight wire terminals or 9-pin) and follow the steps outlined 

on page 20.  When prompted to ‘Present a Credential’, swipe a card or tag through the reader.  The 
credential PIN will display on the computer screen (see figure A-1) 
 
 

BIOMETRICS 
 

Biometric ID uses a part of an individual’s anatomy (i.e.-fingerprint, hand geometry, 
retina pattern, etc.) as the determining access credential.  Used with the ECS 
systems, the biometric ID will confirm that the proximity, keypad or other credential 
being presented is, in fact, being presented by the authorized individual. 
 
Communication of the PIN is via a specialized biometric reader connected directly 
to the controller. 
 
To program a biometric ID, connect a biometric reader to a programmer properly 
configured for Wiegand input using the connection interface on the back of the 

programmer (either straight wire terminals or 9-pin) and follow the steps outlined on page 20.  When 
prompted to ‘Present a Credential’, read in the appropriate anatomical attribute of the individual being 
authorized.  The credential PIN will display on the computer screen (see figure A-1) 



ECS Manager Software User Guide 

 

 
43

RADIO FREQUENCY IDENTIFICATION (RFID) 
 

RFID is non-contact signal reading technology which is similar in function to 
proximity credentials, though with a significantly greater range (15 feet or 
more).  
 
The RFID tag contains a data chip with a pre-encoded PIN and either a passive 
or active radio wave generating circuit. As the tag enters the read range of the 
RFID receiver, the RF circuit is activated and the PIN is transmitted. 
 
 

To program an RFID credential, connect an RFID receiver to a programmer properly configured for 
Wiegand input using the connection interface on the back of the programmer (either straight wire 
terminals or 9-pin) and follow the steps outlined on page 20.  When prompted to ‘Present a Credential’, 
hold the RFID tag within range of the receiver.  The credential PIN will display on the computer screen 
(see figure A-1). 
 
[NOTE:  Due to the read range of RFID, care should be taken to prevent multiple tags from being 
programmed at the same time.] 
 
 
 

 
 
 
 

Figure A-1 
ECS Manager Add/Update User Screen highlighting new credential PIN 
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NOTES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


